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Privacy by Design Identity Architecture
Using Agents and Digital Identities

Annual Privacy Forum 2020
Lisbon, Portugal, October 22-23, 2020 

Kalman C. Toth Ph.D     Ann Cavoukian Ph.D     Alan Anderson-Priddy M.Sc.

Posted Resources: http://www.sovereignimage.com

Narrated Video of Presentation: http://www.sovereignimage.com/video/

List of Questions and Answers: http://www.sovereignimage.com/q&a/

Technical Papers and Patents: http://www.sovereignimage.com/publications/
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Introduction

 Internet: layered architecture … missing identity layer 

 Patchwork of identity schemes … undermining privacy

 Dick Hardt: user-centric identity, rich personas, single protocol

 Propose new architecture for identity on the Internet:

 organically establishes identity layer

 progressively deploys identity agents controlled by owners

 satisfy principles of privacy by design

 issue digital identities according to needs 

Kal Toth, Ph.D
Sovereign Image Inc.
kal@sovereignimage.com
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Presentation Outline

Boosting Solution Strength

Issues and Opportunities

Leveling the Playing Field

System Concept

Privacy by Design

Design Elements

Capabilities

see list of papers and patents at end of this video including our APF 2020 paper

verifiably owner-controlled
intuitive, easy-to-use

identity-assured

protect
private data

prove 
identity

collaborate
securely

agents decentralize identity
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Boosting Solution Strength, Flattening the Curve

privacy by design
decentralizing identity

verifiably owner-controlled 
intuitive  identity-assured
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D. What One Asserts
attributes, images

E. What Others Assert
proofing & attestation

A. What One Knows
passwords, PINs

B. What One Holds
devices

online profiles and passwords managed by users

C. What One Is biometrics

professional
networks

federated
ID solutionssingle 

sign-on

social
networks

enterprise
solutions

identity access 
management

Nok NokYubico
WebAuthn

FIDO

W3C DID 
model

W3C VC
model

Issues and Opportunities

PGP
Telegram

WhatsApp
SignalSMS

governmental
systemsbanking

systems

Holistic
Approach
Needed owner-

controlled
identities

identity-assured
proofed, attested

decentralized
identity

virtualized
intuitive

easy-to-use
identities

devices bound to owners

loss, theft

pers. 
ident.
info.
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Leveling the Playing Field

Berners-Lee: take back power from the big Internet players … shift control to users

Owner-Controlled IdentityPrivacy by Design Decentralizing Identity

Owner-Controlled Identity
possession and custody verifiable

intuitive, easy to manage
proofed and attested identities
elevates identity assurances

password dependency reduced

large-scale private data collection 
escalating breaches, identity theft
excessive password dependency

Identity and Privacy Issues

Identity Architecture

Decentralizing Identity
responsibility shifted to users
identities specified by users
machine-readable standard

portable

attack surface dispersed

Privacy by Design
limits private data disclosure
express delegated consent

private data protected
privacy default setting

data collection minimized

2018 Facebook: 87M private records breached
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identity agent

digital
identities
of others

owner’s
digital

identities

System Concept
verifiable owner-controlled 
identity using identity agents

private
data

secure
identity 

exchange

owner

user, 
administrator,
service provider

owner-held device:
smart phone, tablet, 

PC, laptop, server

verifiable control:
 registration
 possession
 custody

authentication data 
(owner-controlled device)

authenticators

digital identities
virtualized 

identity assurances: 
proofing, attesting 
digitally sealing

consent
tokens

public keys: 
private keys:

requester custodian

identify disclose
protect secure
attest delegate

digital
seals

owner
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Privacy
Requirements (R)

System
Design (D)

Design Validation

Privacy by Design

Privacy by Design Process

Users prove who they are, protect 
their private and identifying data, and 
collaborate securely.

Users have devices with identity 
agents that deploy digital identities
and meet privacy requirements.

privacy by design default settings

User Interface
auth data, priv info 
virt IDs, disclosure 
signing, encrypting

Verification
possession/custody
proof-of-existence
proof, seal, verify

Interoperability
secure ID exch

sec agent collab
sec applic collab

Delegated Consent
acq commitments
controlling access
logging, monitoring

Design Views

selectively disclose

control priv data

verify identifying info

delegate consent

enable access

protect private info

exch IDs securely

secure transactions

proof, attest, issue

secure data transf.

prev. impersonation

accountability

Privacy Requirements

7

8



11/3/2020

5

Copyright © 2020 Kalman C. Toth, Ann Cavoukian, Alan Anderson-Priddy, Privacy by Design Identity Architecture

Design Views
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identity
agent

Capabilities, User Empowerment

 Empowerment - usability, privacy, security, prevent impersonation
 Virtualized digital identities - intuitive, easy to use, reduce friction
 Digital identity exchange – identities transferred securely, conveniently
 Encapsulating authentication data - enable and ensure owner control
 Impersonation prevention - registration, possession and custody tests
 Identity assurances elevated - proofing, attesting and digitally sealing
 Acceptability - identity agents verify affixed digital seals and attestations

identity
exchange

owner control 
verification:
 registration
 possession
 custody

authentication 
data

proof, attest, 
seal, verify

consent
tokens

digital
seals
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Closing Remarks

Thank You!

Narrator: Connie Kirk

 users control their identities
 identities verified by others
 intuitive, easy to use
 identity-assured by others

identity 
agent

Kal Toth, Ph.D
Sovereign Image Inc.
kal@sovereignimage.com

Ann Cavoukian, Ph.D
Global Privacy and Security Design Centre
Ann.Cavoukian@gpsbydesign.com

Alan Anderson-Priddy, M.Sc.
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Relevant Technical Publications and Presentations

Annual Privacy Forum, Lisbon, Oct. 2020

Identity North Virtual Annual Summit, Toronto, June 2020

Open Identity Summit, Copenhagen, May 2020

IFIP Conference on Information Security and Privacy Protection, Lisbon, June 2019

IEEE Security and Privacy Magazine, May 2019

Computer Applications in Industry and Engineering, New Orleans, Oct. 2018

Pacific Northwest Software Quality Conference, Portland OR, Oct. 2015

US Patents

Electronic Identity and Credentialing System, 2017

Methods for Using Digital Seals for Non-Repudation of Attestations, 2018

Systems and Methods for Registering and Acquiring E-Credentials using Proof of 
Existence and Digital Seals, 2018

Architecture and Methods for Self-Sovereign Digital Identity, 2020

Methods for Identity-Proofing, Attestation and Replacing Passwords with Digital 
Identities, 2020 (pending)

Commercialization Plan

Benefits, Competitive Landscape, Market, Business Potential, Roadmap
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